0dnyiec Eykaraoraong Yneiakav MioTonoinTik@v

1. Eykatraoraon Wneiakou MoronoinTikou

H eykatdoTaon Tou ynelakou niotonoinTikoU (Mou agopd CUYKEKPIPEVO Aoyapiaoud e-mail)

NpAypaTonoIEiTal cUPQWvVA PE TIC 0dNnYieg TNG apuodiag apxng €kdoong.

2. PuBioEeIg KpunTOoYPAPNOoNG Kal YnPIakng unoypa®ng

O1 pubpioeic kpunToypapnong eEeidikelovTal avaloya HE TO AOYIOUIKO NAEKTPOVIKOU

TayudpOEIOU NMOU XpnoidonolsiTal.

2.1 Microsoft OutLook 2000, 2003 ka1 2007

Ma va MMOPEiTE va OTEAVETE WN@IAKA UMNOYEYPAMUEVA Kal KPUMNTOYPAPNUEVA HNVUMATA
KaTEUBUVEDTE OTO:

Tools / Options / Security / Change Settings <av 5ia0s1eTe To Microsoft Outlook 2000,
Tools / Options / Security/ Settings, sav diaBéTeTe Microsoft Outlook 2003

Kal avTioTolxa oTo

File / Options / Trust Center / Trust Center Settings / Email Security / Settings
€av 0l1abeTeTe Microsoft Outlook 2007.

STy oBovn  nou  egaviceral 21
(Change Secu rity Settings) Security Setting Preferences
. . Security Settings Mame: I Iy Setkings j

EIOAYETE TO NnPOOCwWNIKO 0ag

Secure Message Formak: IS,I'MIME j
niotonoiNTiké  (givai ouvnBwg - _

[ Default Security Setting For this Secure Message Format
I'IpOEI'II)\EWJéVO) I'IGT(.IOVTGQ Ta Ouo v Defaulk Security Setting For all secure messages
kouunia  «Choose» (MOTE TO New pelete | Eassword, |
|'||0'|'0|'|0||’]T|KC') aag va Certificates and Algorithms
Xpn0|uono|si-|-0| TO000 yia ™mv Signing Certificate: I Your Certificste Choose. .. |
Lpn(p|a Kr'] Unovpa(pr'] an Hash Algarithrn: ISH,ﬂ.l j
aMnMloypaoiag (Signing Certificate) Encryption Certificate: | vour Certificate Choose. .. |
000 Kdl yIa TNV KpUNToypagpnar| TnG Encryption Algorithin: [30ES =,
(Encryption CertlflcatE) I Send these certificates with signed messages

Ok I Zancel
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EniAéETE TO mioTonoINTIKO Nou npiv and Aiyo eykataoTtroate (€Gv undpxouv NepIooOTEPA anod

éva oTnv AioTa) kal naTioTe To koupni OK.

Select Certificate

Select the certificate vou wank to use,

Issued to Issued by I...  Friendly na... Expiration

E2 pavment Systems  Adacom Class 1., <., None 20512012

O l [ Cancel ] [ Yiew Certificate

Eniong eniAégTe Toug avrioToixoug 21
0)\Y(')p|e|JOUC ynoia KI"](; Security Setting Preferences
' Security Setkings Marme: My Setkings -

unoypagpng (SAH1) Kai ! =l

Secure Message Format: IS,l'MIME j
kpuntoypapnong  (3DES)  kai

¥ Defaul: Security Setting For this Secure Message Format
NaTnoTe TO Kouuni OK. [ Default Security Setting For all secure messages

[ Delete | Bassword. .. |
Certificates and Algorithms
Signing Certificate: I Your Cerificate Choose...

Hash algarithm: fsHa1 =l

Encryphion Certificate: I Your Certificate Choose...

A

Encryphion Algorithm: |3DES j

[+ sSend these certificates with signed messages

(04 I Cancel

Av eniBupeite OAa Ta ppnvlhaTa va  OTEAvVOVTAl  KpUMNTOYPAQNUEVA KAl WYnQIaka
unoyeypaupéva, kateuBuveote oto Tools/Options/Security xai evepyonoligite TIG dUO

enINoyEG aTo Secure Mail : Encrypt contents and attachments for outgoing messages kai

Add Digital signature to outgoing messages, avTioToixa.

Av diaBétete To Microsoft Outlook 2007, kaTteuBlveoTe oTo File / Options / Trust

Center / Trust Center Settings / Email Security xai evepyonolgiTe TIC dU0 EMIAOYEC OTO
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Encrypted e-mail: Encrypt contents and attachments for outgoing messages kai Add Digital

signature to outgoing messages, avTioToixa.

Trust Center,

21X

Trusted Publishers
DEP Settings

Privacy Cptions
E-mail Security
Attachment Handling
Automatic Download
Macro Settings

Programrmatic &ccess

Encrypted e-mail

Bz

Digital IDs (Certificates)

5

Read as Plain Text

|:| Read all standard mail in plain text

Script in Folders

|:| Allowe scriptin shared folders
Allow script in Public Folders

Encrypt contents and attachments for outgoing messages
Add digital signature to outgoing messages

Send clear text signed message when sending signed messages
|:| Request S/MIME receipt for all 5/MIME signed messages

Default Setting: | My S5/MIME Settings [StatsPaymentSystems@bankofgreece.gr V| [ Settings..

Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions,

[ Publish to GAL... ] [ ImporyExport., ] [ Get a Digital ID..

w

[ ok

][ Cancel ]

Ma peyaAUTEPN €UKOA@ OTNV KpUMTOypdpNnon Kai Tn Wngiakr unoypagr HMopeite va

gloayete 0UO avTioTolxa gikovidia oTo Toolbar. AuTo yiveTal wg €&NG :

Av éxeTe Microsoft Outlook 2000 | 2003,

avoiyETE €va VEO WAVUPA Kal kaTeuBuveaTe oTa

Tools

/ Customize / Commands / 0To apIGTEPO

scroll bar eniNéyeTe Standard xai oTo Oeki pe

scroll down BAéneTe TIG eMINOYEG Encrypt

Message kai Digitally Sing Message. Me drag &

drop TonoBeTeiTe Ta €ikovidia oTo Toolbar.
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Customize

Toolhars  Commands | Cptions I

2l

Cakeqgories: Commands;

;gro'?;at ;I ¥ Flag For Fallaw Up... ;I
Actions Options. ..

Help - :

Macros A% Font Size

iMerut Bar by Encrypt Message Contents and Atk
Formatting | Digitally Sign Message

Farm Design

Hew Menu - @ Micrasoft Outlook Help -

Selected command:

Description

| Modify Selection = |

e

Close
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lNa Toug xpnoTec Tou Microsoft Outlook 2007, Ta mio navw eikovidia Encrypt Message A

kal Digitally Sing Message, ISJ‘ gival nNdn TonoBeTnuéva ato Toolbar Tng 080vNG kabe veou
pnvUyaTtog, oto Message, onoTte dev XpeldleTal va yivel KATl To 101aiTEPo, napa POvo va
gvepyonoinBouv oTav xpelaleTal.

E!.S?‘-. d92 06+ 9 )5 Untitled - Message (HTML) _mox

Message Insert Cptions Format Text @

_““‘J ® ) calbriod -1 - [A° w7 [ E - =[] 58] 315}] @ = &) L}f \d ?'E] ‘g

ot |
Pasti by -
ste o l(B 2 u¥-A

¢ sE| Address Check || Aftach | Attach Business Calendar Signature | Follow ) .|| Spelling
- Book MNames File tem  Card - ~ Up - v

Clipboard ™ Basic Text El Mames Include Options T || Procfing

4 rFI

Eav napoAa auTd, kanolog €niBupei, unopei va TonoBeTrael Ta nio nNavw eikovidia oto Quick
Access Toolbar (navw apiotepd Tng 000vNng) pe Oe€i KAIK NAvw O€ auTd, Kal EMNIAEYOVTAG ME
apioTepO KAk To Add to Quick Access Toolbar.

_[T!_.j\‘-‘ H9 v+ #8389 )< Untitled - Message (HTML) = ox
—/ Message | Insert  Options  Format Text @

fn‘j _’J calibri (Bod - 11 ~ | A" ,{HEE@E-”%{‘ ﬂ ajﬂ @ SIS B \z Y ":"3_1 %

Paste b,
e o | [ms i A

=& = Address Check | Attach Attach Business Calendar Signature | Follow ) @y | Spelling
Book MNames File Ttem  Card ~ v Up ~ E

Clipboard ™= Basic Text El MNames Include Options T || pracfing

)T
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3. Evepyonoinon Kpuntoypa@npévng Enikoiveoviag

META TNV ENITUX EYKATAOTAON TWV WYNQIAK®V NMIGTOMNOINTIKWV TOU XPNoTn (OTov unoAoyioTn
Tou TeAeuTaiou), akohouBsi n avraAlhayr] kal n anoBrikeuon Twv dnuooinv KAedIwv (TE kal
XproTn) MPOKEIMEVOU va UnopoUv ol OUo NAEUPEC va enikoivwvolv KpunToypapnuéva. Ta

BrinaTa nou anairouvTal €ival Ta akoAoula :

Brua 1o

Brjya 20

9158 4 &

Tpanela Tng EAAGJd0¢g

BAHa 1 : >teikte éva yneiaka unoyeypappévo pivupa (WE Tuxaio nepiexopevo) otnv TE.
BAHa 2 : H TE oag anooTéAel éva yn@iakd Unoyeypappévo Kal KpUNToypapnuéVo UAVULA

ME TUXQIO NEPIEXOMEVO.

‘EAEYXOG Via TNV anodoyxn Tou KA£I3I0U KdI TOU anooTOAEd.

And Tn ANoTta Tou Inbox Tou Outlook BPIOKETE TO WRAVUPA MOU OAG £X€l ANOOTAAE kal TO
avoiyeTe. Mnyaivete oTnv navw O pepId Tou PnvUPATOC Kal PE JINAO KAIK avoiyeTe To

€IkoVidIo TNG YNPIAKAG UNoypaenc.

=y~ * 9= T TEST - Message (HTML) - o | @ s
File Message - @
4 lanore x N ) $ B Meeting | | & from Emy (2, To Manager L& [ Rutes - ﬂ ] Y a}) #A Find [ X‘
€ e R 3 Team E-mail « Done I Nlonenote | i 2y Related ~
- Delete | Reply Reply Forward - la Move Mark Categorize Follow | Translate Zoom
& sunk G 2 More ™ ||y Reply & Delete iz Create New S| M B acions + | unema e o 1 selet -

Delete Respond Quick Steps Move Tags Editing

From Sender_email address@sender_email_address.gr
To my_email_address
Cc

Subject: TEST
Signed By Sender_email_address@sender_email_a ddress.gr E
i

Sent: My 24/3/2011 11:18

1236 | |
24372011

EN L omeow
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>To napaBupo nou gugavileTal Ba NPENEI n uNoypaPn va €ival «Eykupn» Kal «agioniarns.

Digital Signature: Valid 2

Subject: TEST
From: Reports
Signed By: Sender_em ail_address @sender _em ail _address.gr

R The digital signature on this message is Valid and Trusted.

For more information about the certificate used to digitally sign

the message, didk Details.

[]wWarn me about errors in digitally signed e-mail before message opens.

Close

Eav n unoypar) gival éykupn kai a&ionioTn auto avagEPETal Onwe aTnV Mnio Navw odovn:

“The digital signature on this message is valid and Trusted”.

>Tn ouvéxela eniAéyeTe To koupni Close.

AvoiyeTe To napaAn@Bev prvupa kavovtag Oe€i KAIK OTa OTOIXEId TOU aMooTOAEd Kal

enéyete Add to Contacts. >Tnv KapTENQ TNG €NAPNG €I0AyovTal auTOPATA O Aoyapiaopog

Tou e-mail kar To Wn@iakd nioTonoiNTIkO Tou anooToAéa (Onuooio KA€Idi anooToAéa).

EniAéyeTe TO eikovidlo Save and Close oto Toolbar. Av n enagpn undpxel non, ENIAEYETE va

evnuepwOei (Update).

BApa 3 : >Teilte £va wn@iaka UNOYEYPAUPEVO KAl KPUNTOYPaPnuévo prvupa (We Tuxaio

nepiexopevo) otnyv TE.

Av TO pnvupa QUYEl EMITUXMG EXETE OAOKANPWOEI TNV £l0aywyr Tou nioTonoinTikoU. Av

epgavioTei To akdAoubo napabupo

[poBAfpaTa KpuNTOYpaPNong @

:;Séhedﬁling

Outlook, znzidr oI napakaTw napainnTeg dey giyay £yKUPA NICTONOINTIKG 1) KANOIO NITTONOINTIKA

'f MNapoumacmkay NPOBAMUATA KATA Ty KPUNTOYPAMnan auTol Tou pnvUpaTtog and To Microsoft Office
£hanav, n unnpye diEveEn omg duvaTdmTEG KpUNTOYPAERang i ey unoompifoyTav:

pny gival SuvaTr N avayvwaor Tou and Toug NapainnTEg o AaTa.

[Anom‘o)\ﬁ YWPig KPUNTOYPAPNaT

KavovTag Khik aTo Koupni "Zuvéyaa”, To pivupa Ba kpunToypapnBzi kal Ba anoataha, aiha pnopzi va

naTroTe AKUPO Kal ENIKOIVWVAOTE Had Jac.
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4. AnNoOCTOAN KPUNTOYPAPNHEVWV KAl WNPIAKA UMNOYEYPAHHEVWV
HNVUHATWV.

4.1 Wneiakn unoypagr HNVUHATog

& AnUIOUpYEITE €va VEO WNVUMA PE TO MEPIEXOUEVO KAl TA OUVNUUEVA aApyeia mou

Sign ~ €MIBUPEITE Kal NPOTOU TO OTEIAETE €enAeyeTe TO €Ikovidio Sign oTo Toolbar.

EvaAAakTika, pnopeite va petaBeite oo Pevol 7oo/s kal va eNINEEETE Sign.

H#
210 Microsoft Outlook 2007 To €ikovidio Sign = unapxel €roipgo ato Toolbar oTo pevou

Message.

4.2 KpunTtoypagnon HnvUHaTog

KaTeuBuveoTe oTic “Enagéc” (Contacts) kai kavte Oe&l KAIK oTov nmapaAnnTn.

Encrypt  AVAAOYQ PE TO NMPOIOGV AOYIOHIKOU MOU XPNOIHOMOIEITE, EMIAEYETE :

o Send E-mail (Outlook Express),

o New Message to Contact (Microsoft Outlook).
AQOoU ypAWETE TO NEPIEXOUEVO TOU WNVUUATOC Kal EMICUVAYETE TA APXEIA Mou enIBUEITE,
ENIAEYETE TO eikovidlo Encrypt oto Toolbar. EvaAAGKTIKA, WMOpEiTe va PeTABEITE OTO pevoU

Tools kai va eMINEEETE Encrypt.

Al

210 Microsoft Outlook 2007 To €ikovidio Encrypt = unapxel €Toigo ato Toolbar oTo

MevoU Message Tng emhoync New Email.

EiTe unoypdMETE €ITE KPUNTOYPAPEITE £va UNvUPa, €ivadl ONUAVTIKO vd PNV _NANKTPOAOYNOETE

Tnv_dielBuvon email Tou Tunuartoc Tng Tpanslag Tng EANGd0C pe To onoio BEAETE va

ENIKOIVWVNOETE (1] TOU ANOOTOAEd PE  TOV 0Moio EXETE avraAagel kAsidid), al\d va Tnv

enINeEeTe and Ta Contacts.

4.3 AnooToARn PNVUHATOG
EqoOoov £xeTe ONUIOUPYNOEI £va VEO WVUMA Kal £XETE NPOREl OTIG NAPANAVW EVEPYEIEG MOU

anairouvTal yia TNV Yn@Iakn unoypagr Kai TRV KPUNTOypapnor| Tou, ENIAEYETE TO €1KOVidIO
Send.

4.4 NapaAaBn pnvopaTog
‘'Otav napaAdBeTe €va WPn@Iiakd UMOYEYPAUMEVO WRVUPA, dapioTeEpd TOU OVOPATOC Tou

anooToAéa epavileTal To eikovidio : 8= AvoiyovTag To pAivupa BAENETE TO EIKOVIdIO : 2
Avahovya, oTav napaldBeTe €va KpunToypaPnuévo f/kal YnPiaka UMOYEYPAUKEVO WRAVUMGA,

apIoTEPd TOU OVOUATOC TOU anooToAéa epPavileTal To eIkovidlo @ Bg . AvoiyovTac To prvupa

BAEMETE TO €IKOVIBIO : o
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