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Overview

This section contains the User Manual of the TOKEN USB device “Aruba KEYT™?”, |n the rest of
this section it will be referred to simply as TOKEN.

It is recommended to read this manual before using the TOKEN.

The TOKEN is the ideal solution for who wants a portable and install-free digital signature tool,
ready to be used in any moment and on any PC.

It is an advanced USB device, which looks like a standard USB memory key which allows to
always have with you everything you need to:

= digitally sign documents;

= authenticate with strong encryption when accessing web sites (using the SSL
protocol);

= surf the web (even web sites that use Java applets) with a built-in browser;

= save and always carry with you your documents and any kind of file.

The TOKEN contains:

= acryptographic chip in which there are the user’s certificates protected by a PIN
code;

» a2 GB Flash memory that comes with the pre-installed apps that are described
further on in this document.

To use the TOKEN it is simply to connect it to a PC’s USB port, activate your Internet connection
and follow the instructions given in this manual.

@ BANCA DITALIA @
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Usage requirements

The TOKEN can be used on any PC equipped with the following requirements:

=  Windows XP (with service pack 3), Vista, Windows 7, Windows Server 2003,
Windows Server 2008 (32 and 64bit)

= one free USB 2.0 port;
* an Internet connection.

Although Windows Vista is supported by the token, it is not supported by TARGET2 -SSP
platform.
We recommend using a high quality antivirus software.

In order to create digital signatures and to use strong on-line authentication, the cryptographic chip
must contain the appropriate certificates.

A In order to guarantee the correct operation of the TOKEN, the user shall not modify
in any way the software that comes preinstalled on the device.
If you modify in any way the software pre-installed on the TOKEN device (eg:
adding or removing apps or add-on/plug-in) or modify the configuration, we do not
guarantee the product will work.
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KIT contents

The TOKEN is provided in a kit which also includes an envelope containing the cryptographic chip
secret PIN and PUK codes.

The user shall verify the contents of the KIT and the integrity of the envelope containing the secret
codes. Important information on the PIN and PUK codes are in the chapter “Management of Smart

Card”.
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Smart Card installation

If the smart card is not already inserted remove the protective cover, on the back of the device, and slide it
off. Once you have opened the smart card reader, insert the Digital Signature SIM, as shown below.

Step 1:

Insert the SIM card with the chip faced down as
shown in the image.

Step 2:

After inserting the SIM card, put the cover back.

Pagina 6



Reader driver installation

In the case of Windows XP
The installation is automatic and requires no user action

In the case of Windows Windows 7

The installation is automatic and requires no user action. After having inserted the TOKEN in the
USB port, the following message (“Installing device driver”) will appear at the bottom right side of
the screen:

I8 Installing device driver software % *

Click here for status.

The TOKEN is identified by the PC as a HID (Human Interface Device), therefore the drivers are
found in the device itself for it to be recognized correctly.

% Your device is ready touse % ¥
Device driver software installed successfully.

From this moment on, the TOKEN will be recognized by the operating system as a standard smart-
card reader as well as a removable storage device.
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Starting the device

If the PC has the Auto-run function active when connecting the TOKEN
automatically come up as shown below.
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The “Autorun” feature of the Windows 7 operating system never suggests the start of Flash
memory-resident software, so it cannot be used to start the TOKEN. In this case there are two

possible solutions:
1) manual start;

2) use of the Auto-Start feature of Actalis (see following section).

To manually start the taskbar, follow these steps:

= view the resources of the computer (Windows key + E) and locate the removable
device “Aruba Key” as shown in the figure below:

it 2l -—

e W Sp—

ﬁ - » Computer >

m —

= Risorse recenti

~a Raccolte
‘j Documenti

(=] Immagini

‘$ Unita DVD RW (D:)

162 GB disponibile su 286 GB

4 Dispositivi con archivi rimovibili (3)

- )

<2

&' Musica

¥ Video

@ Aruba Key (F:)

1,18 GB disponibilesul, nibilesu1,87 GB

1% Computer
&, os(c)
@ Aruba Key (F:)

€ Rete

v (¥4 [l Cerca Computer Pl
i =— = — —
Organizza v Proprieta del sistema Disinstalla o modifica programma Connetti unita direte  » Bz » [l @
W Preferiti 4 Unita disco rigido (1)
Bl Desktop 0S(C)
@ Download > J

Unita BD-ROM (E:)

double click on the TOKEN (Aruba Key) to view its contents, as shown in the following figure:
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_—— - - - - - - e -
@QUJQ') v Computer » Aruba Key (F) » - |4¢ | Cerca Aruba Key (F:) 2 |
Organizza = Condividi con + Masterizza Muowva cartella =+ O |@|
‘v Preferiti Mome : Ultima modifica Tipo Dimensicne it
Bl Desktop , 1-ZipPortable 12/04/2012 10:07 Cartella di file
& Download J AbiWordPortable 12/04/2012 10:07 Cartella di file
£ Risorse recenti | ArubaKey.app 12/04/2012 10:07 Cartella di file
J ArubakeyLinux 12/04/2012 10:07 Cartella di file
= Raccolte J BackupSupport 12/04/2012 10:07 Cartella di file
3 Documenti  Documenti 12/04/2012 10:07 Cartella di file
=] Immagini J FileZillaPortable 12/04/2012 10:07 Cartella di file
rJ'. Musica , FirefoxPortable 12/04/2012 10:07 Cartella di file
B Video J Launcher 12/04/2012 10:07 Cartella di file =
; Main 12/04/201210:24 Cartella di file
1% Computer J, MINILECTOR30_WINDOWS 09/11/2012 11:50 Cartella di file
E 0S () . ThunderbirdPortable 12/04/2012 10:08 Cartella di file
@ Aruba Key (F) J utility 12/04/2012 10:08 Cartella di file
|| hidden 10/12/201013:02 File HIDDEN 1KB
?ﬂ Rete 1 | autorun.exe 10/12/2010 13:03 Applicazione 208 KB
4# | autorun.inf 21/01/2011 18:47 Informazioni diin... 1KB
@ icon.ico 101272010 13:03 Icona 23 KB
B librerie.zip 23/05/2012 12:41 Archivio WinRAR ... 4.508 KB M
|| licenses.bd 10/12/2010 13:03 Documento di testo 131 KB
BB wanm reT AR ARINAAS A7IAE 012 1T Aecliio AG-RAR 1 a1 0 o
£=% 71 elementi

= finally, double-click the autorun.exe file (“Application” Type) to start the Taskbar

Auto-Start

It is possible to make the taskbar start automatically when the TOKEN in inserted in the USB port,
regardless of Window’s Autorun/Autoplay mechanism. To obtain this result, follow these steps:

= start the taskbar manually (Figure 1 page 16);
= select “Auto-start”;
» select “YES” in the dialogue box that appears:

From this moment on, the taskbar will start automatically when you insert the TOKEN in the USB
port.

This procedure must be repeated on each PC on which you want to activate the Auto-Start.

To disable the Auto-Start of the TOKEN you must simply click on the Auto-Start icon again and
select “YES” in the dialogue box which appears:

This feature is especially useful in Windows 7, for the reasons already mentioned in the previous
section. However it can be used on Windows XP and Vista as well (in these cases we recommend to
disable the Autorun/Auto Play feature to avoid interference).
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The taskbar

After starting the TOKEN, as described previously, the following taskbar will appear on the PC
Desktop:

Verify Timestamp  Applications Card Ltilities Documents Remove
Management

. Wz

&

¥

Figure 1: The TOKEN taskbar
The bar allows you to start the desired application with a single click.

You can move the taskbar on your Desktop, dragging one side of the bar it with the mouse.

Clicking on the in the upper right corner of the bar, the taskbar is closed but.

Clicking on the a in the upper right corner of the bar, the taskbar is hidden. To display it again

L

just click once on the icon that is in the notification area of Windows.

To remove the TOKEN, clicking on ‘} , the following figure appear:

Ll

-
Safely remove

Safely remaving...

= M1 e
-

e TORTD

r B
Safely remaove ﬁ

_] Safe to remove hardware

[
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The table below describer the applications normally installed on the TOKEN:

Icon Application Description
C Sign Sign a File
@
= | Verify Verification of signed file

Q Timestamp Adding timestamps

t"} Application Contains the application portable like FireFox.

= Card Management of smart card.
g Management
, Utilities Contains various utilities like Auto-diagnostic.
¢
Personal Direct access to the TOKEN’s "Documents" folder, where the user can store
ﬁ documents all documents and personal files.
Safely remove Allows the "safe removal" of the device, to prevent data loss that may
9 hardware occur when pulling device out of the USB port suddenly.

All the software necessary for the operation of the TOKEN is in the \Aruba Key Flash Memory
folder. Be careful not to alter the contents of that folder.

In general, instructions for the use of the various available applications (Sign, Verify, Firefox, etc.)
are accessible directly from within the applications themselves.

The cryptographic TOKEN contains a microchip that is identical to the traditional smartcard one.
With TOKEN is possible, among other things, authenticate on websites that require access by
smart card.
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Application

Clicking on “Applications” icon on taskbar the following figure appear:

7 Applications FireFox Thunderbird  PDF Read FileZilla Abiord 7-zip

R

The table below describer the applications:

Icon Application Description
@ Mozilla Firefox High quality and safety web browser
a Thunderbird Email client
PDR Read Pdf Reader
=
ﬂe‘ggd
E Filezilla FTP client
@ AbiWord Document processor in format compatible with Microsoft Word ™.
=
7-zip File Archiver.
sz
| o B
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Online authentication with Firefox

To access the “Mozilla FireFox Portable Edition” found in TOKEN click on the “Applications”
icon.

Ltilties Documents:

e ¢ W

]

Verify

Card
Management

Click on Firefox:

 Applications FireFox Thunderbird ~ PDF Read FileZilla AbiWord

/z A\

Select Tools — Options — Advanced — Coding — “Show Certificates” and enter the PIN when
requested

ITES
g

.
Password Required e ﬂ

g_. Please enter the master password for the CNS.
e

:_j (A IIT 1))

| ok || Cancel |

Your certificates, found TOKEN, are displayed in the ‘Personal certificates’ tab
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- Y
@ Cervficate Manager | o - |
Your Certificates | Peoplel Servers | Authoritiesl Others|
You have certificates from these organizations that identify you:
Certificate Mame Security Device Serial Number Expires On =)
4Banca d'Italia/0095030..,
I STANZIALE GIANFR... CNS 48:90:CR:BB 24/05/2015
STANZIALE GIANFR... CNS 48:90: CRBA 24/05/2015
STANZIALE GIANFR... CNS 48:90:CR:BC 24/05/2015
| STANZIALE GIANFR... CNS 48:8F:0ETB 05/03/2012
N
View... Backup... Backup All... l l Import... l Delete...
I I
|

ATTENTION : Should the Qualified and authentication certificates be imported in the Mozilla
FireFox Store you must not click on the ” Delete..” button. This could cause the certificates to be
deleted from the smartcard and not be recuperated.
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“Import” certificate

The “Import” certificate function allows you to import TOKEN certificates in the local certificates
store making it possible for the applications found in the host pc to interface with the device like for
example: Internet Explorer, Adobe Reader (Professional), Safari, , etc...

NOTE: To activate this function you must have the PC administrator privileges.

To activate the “import” of the certificate, click on “Utilities”.

Sign Verify Timestamp  Applications 0 Card 3 Documents

¢ Vv Q&

anagement

Click on “Import Certificate”

Lttilties Encrypt Decrypt  Autocheck-up Opﬂons Backup Secret a
and Proxy icate Folder

=

Follow the installation wizard accepting the contract conditions and clicking on OK in each page.

Aruba Key Utilities Installation -
]
You are instaling card drivers. Would you like to
continue?
[ OK ] [ Cancel
o &
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After a few seconds the following dialogue box will appear:

r -
g Universal Middleware for Incard 1.2.16.1a Setup

computer.

Click Next to continue.

Welcome to the Universal Middleware
for Incard 1.2.16.1a Setup Wizard

This wizard will guide vou through the installation of
Universal Middleware for Incard 1.2.16.1a.

It i recommended that you clese all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot vour

| Next»

I ’ Cancel

Clicking on "Next>" to proceed, the following window appears:

I =
ﬂ Universal Middleware for Incard 1.2.16.1a Setup

License Agreement

Middleware for Incard 1.2.16.1a.

Please review the licenze terms before installing Universal

Press Page Down to see the rest of the agreement.

BIT4ID
Software License Agreement

installation.
| accept the terms of the License Agreement
Install Zystem «1.0

NOTICE TO USER: PLEASE READ THIS AGEEEMENT
CAREFULLY. BY COPYING, INSTALLING OR USING ALL
OF.ANY PORTION OF THE SOFTWARE YOU ACCEPT ALL
THE TERMS AND CONDITIONS OF THIS AGREEMENT,
INCLUDING, IN PAETICULAR THE LIMITATIONS ON: USE

AR TT A TRTTOTR TRAT ST TTTeA R T S T A R TOSTTOTR A TRTT TR T OTRT

If you accept the terms of the agreement, click the check box below. You must accept the
agreement to install Universal Middleware for Incard 1.2.16.1a. Click Ingtall te start the

<Back | nstal | | cancel
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Check the flag ‘I accept the terms of the License Agreement’.

Clicking on ‘Install’>’ to proceed, the following window appears:

&) Universal Middleware for Incard 1.2.16.1a Setup (| e

Installing

Pleaze wait while Universal Middleware for Incard 1.2.16.1a is
being installed.

Execute: "C:\Program Files (x85)\Bitdld\Universal Middleware for Incard\bitdpin.exe” /kill

Output folder: C:\Program Files (=25 )\Bitdld\Universal Middleware for Incard
Execute: "C:\Program Files (x858)\Bitdld\Universal Middleware for Incard\bitdpin.exe” /kil

Install System w1 .0

< Back Close Cancel

Within a few seconds (normally) the final window informing that the driver is installed appears.
Click on “Close” to close the wizard.
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ﬂ Universal Middleware for Incard 1.2.16.1a Setup

=

Installation Complete
Setup was completed successfully.

Completed

Different File: C:\Windows\system32\bitdextplg.dll

Cutput folder: C:WWindows\eystem32

d-lgnoreVer: CWindows\system32\bitdextplg.dil

Extract: C:\Windows\system32\bitdextplg.dil

05 update lang: ENU

Output folder: C\lsers\admin\AppDatal\locahTempinzIFSBF tmp

+ 64 PK| OKY

COutput folder: C:\Program Files (x85)\Bitdld\Universal Middleware for Incard

Completed

Created uninstaller: C:\Program Files (x858)\Bitdld\Univerzal Middleware for Incardiunin...

(4

-

Imstall System w1 .0

Cancel

Verify that the certificate has been installed correctly by following these steps:

1
2.
3.
4
5

Start Microsoft Internet Explorer;
Select Tools — Internet Options;

Select the Content tab, click on the Certificates button and then the Personal tab.

Check that the certificates installed on TOKEN are listed
Click on “Close”
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i | General [ security | Privacy | Content | Connections | Programs [ Advanced| ||

Parental Controls

; Control the Internet content that can @Pa’ental Controls

be viewed.

Content Advisor

O Ratings help you control the Internet content that can be
viewed on this computer.

Certificates
a Use certificates for encrypted connections and identification.

[ Cearssistate |[ certifcates ][  publishers |

AutoComplete

? AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated
N

content from websites that can be
read in Internet Explorer and other
programs.

Loc J[ concel J[ woov |

In this windows, click on ‘Certificates’, window like this appears:
Certificates — — ‘ M‘

Intended purpose: [ <All> - ]

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| * | *

Issued To Issued By Expiratio...  Friendly Name
B4 MASST STEFAND Banca d'Italia - Test 10/30/2015

<Mone =

Dot ) (Bt ) (oo ]

Certificate intended purposes

Client Authentication, Smart Card Logon

View
Learn more about certificates

When you connect to a web site requiring strong authentication (e.g. TARGET2 ICM), Microsoft
IE shows the authentication certificate store on TOKEN.
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Select the certificate and click on ‘OK’, the browser asks the PIN with a window like this:

PIN smart card ]

o

PIN: ||

| oK I Annulla
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Management of Smart Card

We have already said that the encryption chip built-in the TOKEN is technologically and
functionally identical to a traditional smart card (we therefore use the term "smart card” as a
synonym below). Therefore, it is also protected by a confidential code called PIN. As said before,
the PIN code is part of the KIT.

The PIN allows you to carry out, in a secure way, operations, such as digital signature and
authentication on-line. These operations use the user's private RSA key which is inside the
encryption chip.

Keep your PIN in a safe place separate from the where you keep the TOKEN, to prevent its
fraudulent use by unauthorized parties.

For security reasons, if you enter an incorrect PIN for more times in a row (three attempts) the PIN
blocks. In this case, you cannot use the smart card until it is "unblocked".

To unlock the smart card, you must use the second secret code called PUK (unlock functionality is
available within the application File Protector).

You must pay the utmost attention to entering the PUK code correctly, as this too is subject to block
in case of repeated errors.

In the case of block of the PUK as well (maximum three attempts), it is not possible to restore the
normal functioning of the cryptographic chip inside the TOKEN.

Change PIN Code

To change the PIN code of the smart card found in TOKEN click on the “Card Management”
button.

Werify Timestamp  Applications Card Ltitilties Documents Remove
Management

Click on “Change PIN”.
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Change PIN -~ Unblock PIN - Change PUK  Card Info

Managemem

e w @ = e

Change PIN

CurrentPIN:  sense

Mew PIM: [

Confrm PIN:  sesss

[ oK ] [ Cancel

Unlock PIN

To unlock the PIN code of the smart card found in TOKEN click on the “Card Management”
icon.

Werify Timestamp  Applications Card Litilties Documerts Remove
Management

£
SERFE -3

] ]

Click on the “Unlock PIN” icon.
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Change PIN  Unblock PIN - Change PUK  Card Info
Managemem

e w @ w e

PIM unlock

PUK code: R

Mew PIM: [

Confirm PIN:  sesss

Change PUK Code

To change the PUK code of the smart card found in TOKEN click on the “Card Management”
icon.

Verify Timestamp  Applications Card Litilities Documernts Remove Q
Management

2 ~ %

Click on “Change PUK”.
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Change PIN  Unblock PIN  Change PUK  Card Info

Managemem

o w @ w e

In the “Change PUK” window enter the previous PUK, then enter the new one and click on OK.

Change PUE

CurrentPUK: gessasss

Mew PUK: senenene

Confirm PUE:  gessssss

Smart Card Information

To get the information on the smart card found in the TOKEN click on “Card Management”.

Sign Verify Timestamp  Applications Card Litilities Documernts Remove
anagement

@\‘Q“‘*’wa&é‘!ﬁ’g

]

Click on “Card Info”
In the “Manage Smart Card” window you will find the following information:

* Model;
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* Serial Number of the smart card;

* ATR of the smart card,;

» Any Label that is associated to the smart card,
» Manufacturer of the smart card

Card information:

Model: T3S D5/2043 (LB)

SerialNumber: 0000000000000042

ATR: 3BFF1500FF5131FES5006602090303010101434E531031309D

Label: CN5
ManufacturerID: 5T Incard

Smart Card Management error codes
When changing the PIN, unlocking the PIN and changing the PUK, the TOKEN may give the

following error messages:

Error: The current Pin is not correct.
Warning: too many incorrect attempts may
lock the PIN.

This message indicates that the “Old Pin” field
of the “Change Pin” window, is not correct.

In this case the user needs to bear in mind that
by attempting to enter the incorrect PIN
repeatedly may cause the PIN to lock and
therefore the smart card.

Error: The PIN is locked.

This message indicates that the PIN of the smart
card is locked.

You need to unlock the PIN by following the
indications found in the “Unlock PIN”
paragraph.

Error: The PUK Code is not correct.

Warning: too many incorrect attempts may

This message indicates that the “Puk” field of
the “Unlock Pin” window, is not correct.
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lock the PUK!

In this case the user needs to bear in mind that
by attempting to enter the incorrect PUK
repeatedly may cause the smart card to lock

permanently

Error: The current PUK is not correct.

Warning: too many incorrect attempts may
lock the PUK!

This message indicates that the “Puk” field of
the “Change Puk” window, is not correct.

In this case the user needs to bear in mind that
by attempting to enter the incorrect PUK
repeatedly may cause the smart card to lock

permanently

Error: The PUK is locked.

This message indicates that the PUK of the
smart card is locked.

The user needs to contact the Certification
Authority in order to revoke the current
certificates and purchasing a new smart card.
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Auto-diagnosis of the Aruba Key device

Step 1

To access the auto-diagnosis application found in the TOKEN click on “Utilities”.

Sign Verify Timestamp  Applications Card Litilties Documernts Remove
anagemem

&

Step 2

Click on “Autocheck-up”

Litilities Encrypt Decrypt  Autocheck-up Op'nons Import Backup
and Proxy  Certificate

™

Step 3

Click on “Next” and wait for the TOKEN to complete the analysis of the device
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This wizard will run a diagnostics test on the device connected to the system. Once the operation has been completed it will
generate a report which can then be forwarded to the support service.

Step 4

After completing the analysis, if faults are not found, a page like the following will appear.
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y System analysis

% Analysis of connected smartcard readers

V Analysis of smartcard

v Analysis of flash memory

Cancei Show Logs J ’ Sende-mailJ ’ Save as... J

The user will be able to send the result of the analysis via e-mail or save it in a .txt file.
Note: To use this function of the TOKEN the user must have administrator privileges.
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Options
Proxy Setting

To use the TOKEN in a network protected by Proxy, follow these steps:

Step 1

Select the “Utilities” icon.

Verify Timestamp  Applications Card Litilties Documernts Remove

Management

= (X
L Q&5 ¢ M %8

= 7~

]

Step 2

Click on “Options and Proxy”

Litilties Encrypt Decrypt  Autocheck-up ons Import Backup Secret

Opti
and Proxy Cetificate Folder

™

g
prevey ! -}
2 ': : "’ : /@\ a
n&/ ) (“' .)

Step 3

Proceed with the configuration of the Proxy (HTTP/LDAP) section
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Edit options for Aruba Key

General Proxy

Generic Proxy
@ No Proxy
() Manual configuration

Type
@ HITP

) (PAC) Proxy Automatic Configuration file
PAC file address

Login Credential

Username

Proxy LDAP

@ Mo Proxy

) Manual configuration
Type
Huost

) (PAC) Proxy Automatic Configuration file
PAC file address

Login Credential

Username

) Use generic configuration

For each configuration (generic Proxy and LDAP Proxy) it is possible to select the following
options:
» No proxy: if selected no proxy is used,;
« Manual configuration: if selected the proxy specified by Type', 'Host' and 'Port" is used;
 Auto-configuration (PAC): if selected you need to specify a valid address for the proxy auto-
configuration (PAC) file in the 'PAC file address' field.

The address can be entered in the format http://address/toffile or file://path/to/file. Such file
is used to determine the address of the proxy that will be used (or if not to use the proxy) for
a specific address.

The access credentials specify the user name and password which should be used for the proxy
authentication.

If not specified on Windows operating systems, the system will use, if possible, the credentials of
the user that is currently logged in the system. If however, the credentials are not valid for the
currently used proxy, each application will request the credentials when required.
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For the 'Proxy LDAP' configuration it is also possible to select the Use generic configuration
option so that for the LDAP addresses the same configuration specified in 'Generic Proxy' will be
used.

NOTE: If the details relevant to either the HTTP or LDAP section are not available (e.g. because
the network does not support both configurations), proceed only with the section relevant to the
supported type of Proxy.

Step 4

If the configuration has been saved correctly the following window will appear.

[ @ Options &Iﬂ‘

configuration successfully saved

Language Setting
To change the TOKEN language, follow these steps:

Step 1

Select the “Utilities” icon.

Sign Verify Timestamp  Applications Card Litilties Documents Remove
Management

s

Step 2

Click on “Options and Proxy”
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Litilities Encrypt Decrypt  Autocheck-up ons Import Backup Secret

Opti
and Proxy CeHificate Folder

(X
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k?k_/ ‘ ““ »

4

Step 3

Proceed with the configuration of the preferred Language

Edit options for Aruba Key @

i General Proxy

Interface language |English
Applications must be Italian order to change the language i

NOTE: Once you’ve changed the language settings you need to restart the Aruba Key software to
activate them.

NOTE 2: In this version of the software the language settings do not apply to these applications:
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- Firefox portable

- Thuderbird portable
- Filezilla portable

- AbiWord portable

- 7Zip
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